The roll-out of decentralized energy resources introduces a set of new challenges for system operators. In order to address these requirements it is necessary to utilize modern control strategies, and consequently the use of automation and Information and Communication Technologies. Nevertheless, the use of multiple control schemes in a complex grid may result in a conflicting behavior of two or more control devices which ultimately lead to an undesired behavior of the controlled power plants. Nowadays, there are several efforts toward the early identification and mitigation of controller conflicts within complex energy systems. However, a comprehensive methodology to address the dynamics of the system from a broader perspective is not yet fully established. For this reason, this research project presents a method for identifying and testing potential controller conflicts considering the dynamic behavior of the components within the system under study by using multiple models and analysis tools as a part of a toolchain integration approach.
new and untested control schemes in the electrical grid. In other words, it is possible that two or more control strategies collide when there are several global and local optimization objectives. This undesired behavior could derive into operational inefficiencies at best or major stability problems at worst.
Nowadays, there are several efforts towards the management of controller conflicts in electrical power systems. However, there is still potential for a method that is able to systematically test the behavior of multiple controllers in a dynamic manner. With this in mind, the goal of the proposed approach is to assess if the interaction of a set of controllers might hamper the safety operation of a particular distribution grid. Moreover, the research artifact is divided into two parts. The initial step is the preliminary analysis of the system and the mapping of the interaction of the main components under study from a requirement engineering perspective. Secondly, is the dynamic simulation and the systematic testing of controllers interactions. Important to realize is that the main goal of this approach is to early identify and test potential negative interactions of controllers focusing on distribution grids with a high share of renewable energies. Thus the main outcome of this research is the reliable operation of distribution grids, which implies that this method strives to perform as fast as possible meaning near (e.g. 15 min) to the real operation of the grid.
Preliminary results
As mentioned above, electrical power systems are undergoing important transformations with the increased adoption of decentralized energy resources. This changes introduce, among others, major sources of uncertainties in the management and operation of future electrical grids. Consequently, one research question is how to systematically test controller interactions to determine if there is a negative behavior that can hinder the operation of distribution grids. With this in mind, OFFIS has been focused on addressing this question in the project EWE Netz Dynamische Simulation.
In the context of this research project several control are used for either voltage or reactive power support within the grid. They are on-load tap changer of the main transformer and inverter based control for renewable generators (cosφ(P) and Q(U) characteristics) as well as reactive power control for wind farms [Q(Q) characteristic].
In the following, one of the most prominent interaction is presented. In this particular case three control strategies are operating at the same time. First is the tap changer control for the main transformer with a dynamic set-point adjustment (this configuration is defined to adjust the voltage increase that ensues after a sudden influx of active power through the transformer). Second is the reactive power control for two wind farms connected at the main busbar i.e. Q(Q) control. The last one is cosφ(P)-characteristic for the remaining wind farm located far away from the main busbar. In the Fig. 1 the main results are presented.
As mentioned before the use case for this project is voltage and reactive power control. In the figure, the medium voltage at the main busbar at 20 kV is shown. Additionally it is shown the reactive power provision from the onshore wind farms. The closest one to the main busbar is providing reactive power for attempting to fulfill the grid operator requirement of Q = 0 at the point of common coupling (interconnection with the external grid). Furthermore, the remaining wind farms within the distribution grid are set to control the voltage via providing or absorbing reactive power in the so called cosφ(P) control for decentralized energy resources.
The interaction of the three control strategies shown in Fig. 1 is considered an operational inefficiency because while the medium voltage is on the rise due to a sudden feed-in of active power from the PV units in the systems the wind farm within the grid should absorb reactive power in order to provide voltage support thus decreasing its magnitude. However, around the same time there is a requirement to keep the reactive power balance at the point of common coupling which result in a reactive power provision coming from the closest wind farm connected to the 20 kV busbar. Consequently, both the absorption and production of reactive power from two different wind farms are canceling each other which results in an uncontrolled rise of the voltage. This is not considered a critical problem because the tap changer control of the transformer is able to act thus bringing the voltage value back to the defined deadband. Important to realize however is that the voltage is adjusted after three tap action in a time frame of less than 2 min, this is also undesired when considering the wear and tear of the mechanical parts of the tap changer of the main transformer.
In essence, the aforementioned project is relevant to the current research because it addresses both the requirement engineering process (points 1 through 3 in the Fig. 2 ) and the dynamic testing of controller interactions (point 4). However, there are still open points to deal in the context of this research. Firstly is that there has been no requirement for the use of a formal use case elicitation (chiefly the use of the IEC 62559-2) and its mapping onto the SGAM as opposed to this research project. This entails that it is important to describe the main use case derived from this project according to the presented artifact. Secondly, it is necessary to use, during the testing phase, a more general design to increase the robustness the proposed approach (e.g. developing a set of synthetic grid models that consider different topologies). Additionally, another important aspect is the definition of an appropriate evaluation method for the optimization of the simulation analysis based on modern design of experiments techniques allowing a comprehensive interaction analysis considering a complex combinatorial problem with increased time constraints taking into account that this method should be able to perform as close as possible to the operation of the power system.
Methodology
Early detection of potential controller conflicts is one important factor when considering the adoption of decentralized resources as well as innovative and untested control strategies. Equally important is to gather the requirements across multiple domains and evaluate the potential impact of the interaction of heterogeneous control architectures for different grid topologies, operational scenarios and events. As a result the initial phase of this research is based upon existing tools that utilize a standard method for use case description and management (based on the IEC 62559-2). This first step is presented in the Fig. 2 .The objective of this step is to list the main actors of the system and their respective goals. Another important aspect at this stage is the definition of the operational scenarios (e.g. high in-feed from decentralized energy resources and low demand) associated to the main use case to realize. In addition, a list of network events is required to trigger a control response (e.g. switch action, voltage dips, DER ramps) thus enabling the study of interactions of controllers.
The second step as shown in the figure is the mapping of the use case in SGAM in order to asses, in a visual manner, the interactions and interdependencies across all the interoperability layers defined in the architectural model (mainly the component, communication and information layer). This allows the possibility to identify potential undesired interactions at an early stage of the analysis. A final step is defined (third point in the figure) and it is the listing of possible controller combinations based on the information collected on the use case template. In addition, this list of combinations can be further evaluated to optimize the search space (mainly reducing and avoiding unnecessary controller evaluations) thus conserving computational expensive resources (Castro 2018) . Finally, the list of possible controller interactions is systematically tested (marked in the figure as point 4) . Important to realize is that the combination of the static analysis (during the identification phase) is complemented with a co-simulation framework as a part of a toolchain integration. Consequently, several analysis tools are used to conceive a specific use case. For this reason, mosaik is a central component in the testing of controller interactions. This co-simulation framework allows the orchestration of power Fig. 2 Intended research artifact as a part of an integrated toolchain process system analysis tools, for the evaluation of the grid dynamics, and a communication simulator to integrate the effect of poor quality of service for the associated ICT elements (e.g. when considering a combination of wide area and decentralized control).
The systematic testing of controller interactions is performed in a two-step process. First is the definition of the possible combinations depending on the type of control strategies available for a specific use case. At this stage it is important however, to delimit the complex combinatorial problem this entails, considering a large amount of controller throughout the grid with multiple control modes available at hand. One alternative is to enumerate the possible combinations and to cluster them according to a set of criteria (i.e. critical for the operation, likely to occur or similarity among others). Secondly, once the most prominent combinations are defined it is possible to test how the parametrization of the controllers under study might hamper the stability of the system. In this case, two or more parameters are modified according to the type of controller for a given combination and tested for potential conflicts. However, at this stage it is important to optimize the high computational cost that entails the simulation of a high amount of possibilities given the system requirements. One possibility is the use of sampling based methods rooted in modern design of experiments (DoE) to explore the search space in an efficient manner.
Conclusion
The proposed method aims to first describe and formalize the different use cases which can produce a controller conflict based on known assumption of the electrical grid under study. However, a static analysis of the system is not enough to prove whether there is a potential issue in the system (e.g. stability problems or inefficiencies). Correspondingly, another aspect is the use of coordinated tools to test the interactions of the controller and the elements within the power grid in a dynamic manner. For this reason, it is important to determine the different acting components (e.g. distribution transformers, loads, generators) and its interaction with the control devices under study. Additionally, it is also relevant to define what the variables to control are. This description is helpful to identify how the objectives of the evaluated controllers may conflict within a specific grid.
Equally important step is the testing and verification process of the possible conflicting behavior between multiple control strategies. Correspondingly, co-simulation schemes are employed to model the behavior of the different components interacting in a given grid topology. Additionally, a mitigation strategy has to be implemented to reduce or eliminate the source of the conflict. At this stage it is necessary to provide a series of recommendations to address potential issues that might hinder the power system operation.
In summary, at the current stage of this research there is already an existing approach for testing controller interactions. However, additional effort are required for the requirements elicitation considering the main stakeholders and use cases. Furthermore, it is important to develop a suitable evaluation method that is able to survey the defined search space in an efficient manner. 
